Meponpusamus no npogpunakmuke XuuieHuil OEHEHCHbIX CPEOCME ZPANHCOAaH,
COBEPULIEHHBIX C UCNOTB30BAHUEM UHPOPMAUUOHHO-METIEKOMMYHUKAUUOHHBIX
MexHOo02uil

Cdepa nnpopMaimoHHO-TENEKOMMYHHKAIIMOHHBIX TeXHONOTUH (nanee mo Tekcty UTT) 3aTparuBaet
Bce cepbl )KU3HU COBpeMeHHOro o01iecTBa. KomuuecTBo mpecTyIuieHnid, COBEpIIAEMbIX C UCIIOJIb30BaHUEM
WUTT, HEeyKJIOHHO pacTeT, METOMAbI, CIOCOOBl M CPEACTBAa MX COBEPIICHUS CTAaHOBSTCS BCE CIIOKHEE U
M30LIPEHHEE.

Tax, B 2022 rony noapaznenenusmu OB/l BeisiBieHo 60mee 100 ThIC. mpecTyIUICHUH, COBEPIICHHBIX C
ucnionp3zoBanueM UTT, B cdhepe kommbroTepHOW MH(POpMaNuM, ¢ MCTHOIb30BaHUEM cetn «HTepHET», a
TaK)KE C MCII0JIb30BAHUEM CPEICTB MOOMIIBHOM CBS3H.

Bomnpocsl, cBsizanHble ¢ ucnoiab3oBaHueM WTT Ha 3aKkoHOIATENIBHOM YPOBHE PEryIUPYHOTCA
®enepanbHbIM 3aK0HOM 0T 27.07.2006 Ne 149-03 «O6 nnpopmarum, "HGOPMAIMOHHBIX TEXHOJIOTHIX U O
3amuTe WHGOpMalUnW». 3aKOHOAATEIbHBIE aKThI, Pa3pabOTaHHbIE HAa €ro OCHOBE, B IEJIOM IO3BOJISIOT
PockoMHam30py BO B3aMMOJEHCTBHM C OIEpPATOPaMU CBSI3M W OPraHU3aTopamMu pPacIpOCTpaHEHUs
nHbOpMallii, OCYIIECTBIATh BeJleHne « EquHoro peectpa TOMEHHBIX UMEH, yKa3aTeseil CTpaHuIl CalTOB B
UTT ceru «IHTEpHET» 1 CETEBBIX aIPECOB, MO3BOJISIOUINX UIEHTU(ULIUPOBATh cailTsl B ceTu «IHTEpHETY,
cozieprkalue HHPOpMaIHIo, pacpocTpaHeHue kotopoii B Poccuiickoii @eneparuu 3anpemnieHo.

[Ipunstue @enepanbHoro 3akoHa oT 27.06.2018 Ne 167-®3 «O BHeCEHUU U3MEHEHHMH B OTAENIbHBIE
3aKOHOJaTeNbHble aKThl P® B 4acTM MNPOTHBOAECUCTBUS XHUILIEHUIO JEHEKHBIX CPEICTB», IO3BOJINI
KpeIUTHO-(PMHAHCOBBIM OPTraHU3aIMsIM CBOEBPEMEHHO OJIOKMPOBATH HE3aKOHHBIEC TPAH3aKIIMHU, BOZMEIIATh
yiiep0 OT HHX.

B cootBercTBUN ¢ DenepanbHbiM 3ak0oHOM OT 23.04.2018 Ne 111-®3 «O BHeceHWH M3MEHEHHI B
YronoBHbIi kKojiekc PDy, yxecToueHO Haka3aHHE 3a XUIIEHHE JEHEKHBIX CPEJICTB ¢ OAHKOBCKOTO cueTa
WM SJIEKTPOHHBIX JIEHEKHBIX CPEICTB.

[Ipu sTOM HMeroImMecss HOPMATHBHBIE IPABOBBIE AKThI HE B TOJHON Mepe MO3BOJSIOT pPEIlaTh
noctasieHHble nepegq MBJI Poccun 3agaun.

Taxk, mepBuU4HBIM crioco6oM 60pbOBI ¢ mpecTynHOCThIO B cepe UTT saBnsercs ee mpodunaktuka,
KoTopasi OepeT CBOE€ Hauajga C MpaBWI IMOBEIEHUS TpakJaH, B OTHOUIEHUM KOTOPBIX MPOUCXOIAT
MomieHHuYeckue nerictBus B chepe MTT. M3yuenune BUAOB mpecTymHO#M aestenbHOCTH B chepe UTT,
METOJIOB UX COBEPIICHUS, METOI0B JOCTKEHHUS 1IeJIM U 0OMaHa, U3yYeHHE METOAMK U IIPABUJI TOBEACHUS
rpaxaaH mpu OOLICHHH C TMPECTYNMHUKAMH, TO3BOJIUT MPO(UIAKTHPOBATh YKa3aHHOE HAIpaBlICHUE
MPECTYNHON AESTENbHOCTH U MPeceyb HACTYINIEHUE BPEIHBIX MOCIEACTBUM.

Haubonee pacnpoctpaHeHHble Buabl MouleHHH4ecTB B cdepe WTT, a Taxke mNpuU3HAKH
MOILIEHHUYECKUX CXEM:

1) npuoOperenue ToBapoB M yciyr mocpeactBoMm cetu «UutepHer». Ilpumep: cosmaercs cait-
«OAHOCTPAHUYHHUK», HA KOTOPOM BBIKJIa/IbIBAIOTCS TOBAPhI OJJHOTO BU3YyalbHOIO Ipr3HaKa. LleHna 3a ToBapbl
BeChbMa IpUBJIEKaTeJbHasA, HWXKE cpenHepblHOuHOW. IIpu odopmiienun 3akaza Bam mnpeanaraior
OCYUIECTBUTH JINOO MPEIOIUIaTy Ha KapTy OaHKa WM STHAEKC.KOIIEJeK, MO0 OIUIaTUTh 3aKa3 «HAJO0KEHHBIM
ratesxxom». [IpucyTcTBrue BO3MOKHOCTH HAIOKEHHOTO TJIaTeka 0ObIYHO CHUXKAET OuTeabHOCTh. OHAKO,
CTOUT TOMHHUTH, YTO MpPH MOJYYEHUHU NOCBUIKM (ToBapa) B otaeneHun «lloura Poccum» BBl cHauana
OIIAYMBAECTE HAJIOKEHHBIN IIJIATEK, KOTOPBIM BO3BpaTy HA MECTE HE IMOMJIEKHT, a YXKE IOCIE MOMKETE
BCKPBITh YIAKOBKY IOCBUIKM. 3a4acTyl0 BMECTO OIJJAYEHHOIO TOBApa B IOCBUIKE MOT'YT HAaXOJUTHCS
IpeIMEThI, KOTOpble HE MPEACTABISIOT LEHHOCTH (JIOCKH, KUPIMHUYU U UHBIC NPEeJAMETHI), TM00 TOBApHI,
CTOMMOCTb KOTOPBIX HU3Kasl, OTHOCUTEJIBHO CTOMMOCTH 3aKa3aHHOI'O TOBApa.

IIpu3Hakyu MOLIEHHUYECKOW CXEMBbl Ha CaUTax: OTCYTCTBUE OT3bIBOB IIOKYIATEJIEH, MUHUMAJIBHBIN
uHTepdeiic, CKyAHbIE KOHTAKTHBIE TaHHBIE, IEPETIHCKA BEJIETCS C 3JIEKTPOHHBIX MOYTOBBIX SIIUKOB.

[To00HBIE MOLIIEHHUYECKHE CXEMbI MOTY OCYILECTBIISATHCS M MOCPEJICTBOM Tele(OHHBIX 3BOHKOB C
pa3IMYHBIX HOMEPOB, 3a4acCTYH CTAallMOHAPHBIX. 3BOHSALIUN IPEACTABISAETCA COTPYIHUKOM HHTEPHET -
MarasuHa, MpejaraeT Ha BBITOAHBIX YCIOBHUSAX MPUOOPECTH TOBAp, a TAKXKE TOBOPUT O TOM, UTO BBl yKe
0o(OpMIISIIM UHTEPHET-3aKa3bl U y BaC CKOIUICHO OMPEEICHHOE KOJIMYECTBO MOJAPOYHbIX 0aJuioB, 3a CUeT
KOTOpbIX Bam oOecrieuena ckuaka OT CTOUMOCTH.



2) Ilpu3biB o momou. Ha wuHTEpHET pecypcax 370yMBIIIJICHHUKAMHU pa3MeEIlaeTcsl JIOKHas
uHpOpPMaLKS 0 HATNYKUHY 3a00JIeBaHHS Y OECIIOMOIITHOT O JIULIA, ¥ 9YTO HEOOXOIUMO JJOPOTOCTOSIIEE JICUCHHE.
B cBs3u ¢ yem Bac npocsT okazate 6JaroTBOpUTENIbHYIO TOMOIIIb, ITyTEM IEPEBOJIa ACHEKHbBIX CPEICTB Ha
cdera OAHKOBCKHUX KapT, INOO MHBIMH CIIOCOOAMU 3JICKTPOHHBIX IUIATEKEH.

KoHeuHO OBIBAIOT JKU3HEHHbIE CUTyallMM, KOTAa MOJOOHBIE NPHU3BIBBI K 0JIArOTBOPUTEIBHOCTH
JNEHCTBUTENIFHO MOTYT TIOMOYb CHACTH KHM3Hb KOMY-TTHOO, OJHAKO, MPEXAe 4YeM NPHUHATH IMOJ00HOE
pelieHre oOpaTuTe BHUMAHUE Ha CIIEAYIOIIEe: Pa3MELCHbI JIM KOHTAKTHbIE aHHbIE POJCTBEHHUKOB WIIH
poauTenel aula, KOTOPOMY HyXHa IOMOIIb, COBIAJAIOT JIM UX JaHHbIE C JAHHBIMHU BIIAJIEIbLEB KapT.
[To3BOHMTE O yKa3aHHBIM KOHTaKTHBIM HOMEpaMm, a elle Jyulle nonpolyire HaWTH MX B COLUAIBHBIX
CeTsX.

3) 3BOHOK OT POJCTBCHHHKA, TOMaBiero B Oemy. Pa3maercss 3BOHOK C HEHM3BECTHOIO HOMEpA.
I'oBopsimui, amanTupysaCch IO CHTyalUH, 340POBAETCSA, U TOBOPUT «3TO s». JKeprBa, cpa3dy accOUMHpYs
IIOJICO3HATENBHO F'OBOPSLIETO ¢ KEM-TO, KOTOPOTO OHA HE y3HaJla, IBITAETCS Y3HATh U B UTOT'€ HAa3bIBAET UMs
OJIM3KOTO YeoBeKa. 3110yMBIIUIEHHUK, [I0JIb3YSACh CUTYallUEl, COTIaIlaeTCcs C TEM, YTO UM IPUHAJIEKUT
€My, TI0CJIE YET0, HaJaAuB IICUXOJIOrMYECKUN KOHTAKT C )KEPTBOW, HAUMHAET PACCKa3bIBaTh UCTOPHUIO O TOM,
yT0 OoH nonan B 6exy (ATII, moman B monumuio 3a NpecTyIuieHHe, KOTOpoe He coBepiiai, u T.1.) [Ipu atom
3a4acTyl0 K pasroBOpy MOJAKIIOYAETCS €ro COOOILIHHMK, MNPEICTaBIAACh KAaKHUM-THOO COTPYAHHUKOM
TOCCTPYKTYpPbl M MOATBEP’KAAET paccKazaHHyr HcTopHio. Ilocie uero «ImceBlOpOACTBEHHUK» IMPOCUT
NEPEBECTH JCHEKHbBIE CPENICTBA, IKOOBI IS BBIX0/1a U3 CUTYallUU U €0 OCBOOOXKICHHUS.

B cnoxuBiieics cuTyanuu Bbl JOJKHBI Cpa3y MOMHUTH O TOM, YTO MOJAOOHBIE BH/IbI MOIIEHHUYECTB
CYIIECTBYIOT, U Cpa3y k€ 3aJaTh TOBOPSILEMY JHOO0H BOIPOC, CBA3AHHBIN C BallUM 3HAKOMCTBOM U T.II.
Ecnu roBopsimuii meITaeTcsl 3amyTaThb Bac U HE MOXET OTBETUTh KOHKPETHO, TO Cpa3y e IMpeKpaTute
pas3roBop, 1abbl UCKIIOYUTH IICUXO0JIOrMYECKOe BO3/IeHCTBIE Ha Bac.

4) 3BOHOK OT paboTHHMKa OaHKa (TpeacTaBUTENS CIIyKObI Oe3omacHOCTH). Paszmaercs 3BOHOK C
HE3HAKOMOT'0 HoMepa. 3BOHSAIIUN YBEPEHHBIM I'OJIOCOM IPEACTaBIsAETCS PAOOTHUKOM OaHKa (B OCHOBHOM
HaszwiBaeTcs [TAO «COepbanHk»), YBEpEHHO YTBEpKIas, YTO JKEPTBA SBISETCA KIMEHTOM OaHKa, U YTO B
OTHOILLICHUM HEro IMPOUCXOJAT MOIICHHWYECKHE NeHCTBUM, HampuMmep, MOCTyNHjia 3asBka B OaHK Ha
CIIUCaHUe IEHEeXHbIX cpecTB. [Ipu 3TOM roBopsmuii 3a1a€T HEOAHOKPATHO BOMPOCHI: TPOU3BOIUIN JIH BbI
NIEPEBO/IbI ICHEKHBIX CPEJICTB, OIUIAUYMBAJIM JIU BBl TOBAPBI UYEPE3 CETh UHTEPHET, CHUMAJIH JIA BBl ICHEKHBIE
cpencTBa ¢ 0aHKOBCKOM KapThl B rociieHee BpeMs. JKepTBa, OyAyun BBeI€HHOH B 320y KAeHIE, HAUMHAET
OTBEYaTh Ha BOIPOCHL. Hamanue INCHUXONOrMYECKHM KOHTAKT C JKEPTBOM, MOUIEHHMK, IOJ IPEAIOrOM
MIpeceueHus] MOIIEHHUYECKUX AEHCTBHIM M BO3BpaTa SKOObI MOXUIIEHHBIX JI€HEXKHBIX CPEICTB, MPOCUT
Ha3BaTh HOMEpP KapThl JKepTBbI, AaTy Beimycka U CVC Koj, yKka3aHHBIA Ha 0OOPOTHOW CTOPOHE KapThl.
OOnanas yka3aHHOW MHQOpPMaLUed 3JIO0YMBIIUIEHHUK C JIETKOCTbIO, IIPU IOMOIIM JIETUTUMHO
CYIIECTBYIOIIMX CHCTEM OJJIEKTPOHHBIX IUIaTEKEH, MOXKET OECHpemsaTCTBEHHO IOXUTUTh CO CcueTa
OaHKOBCKOM KapThl IeHE)KHBIE cpesicTBa. Kpome Toro, MHor1a, npu nepeBoAax ¢ 0aHKOBCKUX KapT Ha HOMeEp
TeneoHa KEPTBBI MPHUXOIAT OT OaHKa CMC-KOABI, MOJTBEPXKAAOLINE IepeBoAbl. JlaHHBIE KOIbBI
3JI0YMBIIIJIEHHUK TaKXe MbITaeTCs OOMaHHBIM ITyTEM BBIMAHUTb.

5) 3BOHOK OT COTpPyOHMKAa HOJULMUHU (CIEACTBEHHBII KOMMTET, NPOKYypaTrypa). 3BOHALIUI
NPEJCTABISAETCA COTPYAHUKOM ITPABOOXPAHUTEIBHBIX OPTaHOB U T.J1. TIOCJIE YEr0 pa3bsACHAET HHPOPMALIHIO
0 TOM, YTO IO HACIOPTy MOTEPHEBIIEr0 B KaKOM-JIMO0 cyObekTe PD MOIIEHHHKH MBITAIOTCA 0QOPMUTH
KpeauT, Impu 3ToM HasbiBaloT joxHbele PO ¢ Bompocom, 3HaKoM 1M Takoe norepnesmemy. llpn
YCTAaHOBJIECHUM KOHTaKTa C MOTEPHEBILIUM, 3JIOYMBIIUIEHHUKA MPOCIT MPOU3ZBECTH pPA3IUYHBIC
MaHUIYJIALUU: 0DOPMHUTH KPEIUT B OHJIAH-KaOMHETE U OCYLIECTBUTh UX NIEPEBOJ HA HOMEpa Telle(hOHOB U
OaHKOBCKHX KapTa, MEPEBECTH JIMYHbIE COEpPEeKEHUsI Ha Te K€ HoMepa Tele(OHOB, Ha3BaTh pa3IHMYHBIC
MIapOoJIy, NEPEUTH IO CCHUIKAM M T.J.

Takxe MOIIEHHUKHM MOTYT 3BOHHUT IOJ JIMYMHOM COTPYIHHUKOB IPABOOXPAHUTEIBHBIX OPraHOB U
IIPOCUTBH MOTEPIIEBIINX OYYACTBOBATH B 3aJ1€PKaHUU MOLICHHUKOB, KOTOPBIE IBITAIOTCS NOJIYyYUTh TOCTYII
B CU€TaM MOTEPIEBIINX, AJI 3TOTO MPOCAT MEPEBECTU BCE CBOM JEHEKHBIE CPEJICTBA HA CTOPOHHUI CYET,
SAKOOBI 3aMOPO3UB yKa3aHHYIO CyMMY, OO€Illasi, YTO YKa3aHHbIE JIEHE)KHbIE CPEJICTBA BEPHYTHCS HAa CUET
MOTEPIEBIIMX CIIyCTS KaKOE-TO BpeMSI.



B yka3zaHHOH BBl CUTYalluu HYKHO IIOMHHUTb, 4YTO paOOTHUKM OaHKa WM COTPYIHUKHU MOJIULINU HE
OCYILECTBIIAIOT MOJO0OHBIX 3BOHKOB. [laxke eciin Bam 1mo3BoHHT pabOTHUK OaHKa, TO OH B NPaBe TOJBKO
nonpocuth Bac 3abnokupoBaTh Bally KapTy M oOpaTurcs B Omwpkaiiiiee otraeneHue OaHka. JlaHHble
OaHKOBCKOM KapThl, TAKHE KaKk HOMEp KapThl, a yK TeM 6ojee koa CVC nepenaBaTh KOMY-IHO0 3aIllpelIeHo,
U HUKTO HE BIIPaBe y Bac ero TpedoBarth.

6) [IpuobpereHne ToBapoB Ha caiiTax 00bsABICHUN (ABUTO U T.J.), 3aKa3 JOCTABKH Yero-indo uepes
cepuchl «bradnakapy. IloTepneBmuii caM HHUIIMMPYET 3aKa3 TOBAPOB WIIM YCIIYT, IPH ATOM IIpU Oecesie co
3JI0YMBIIIJICHHUKOM TEPEXOIUT [T OOILICHUs B MHBIE CEPBHCHI, Takue Kak «BarcAny, «Tenerpamm» u T.1.
Vike B yKa3aHHBIX CEpBUCAX 3JI0YMBIIUIEHHHUK JM0O0 IPOCUT MEPEBECTU MPENOIIaTy 3a TOBAPbl U YCIyTH,
7100 MPUCHUTAET CCHUIKY SIKOOBI CepBHUCa 10 IEPEBO/TY ICHEKHBIX CPECTB, 3a4aCTYIO C JIOTOTHIIAMHU «ABUTO
oIjiaTay, 1Mocjie 4ero MoTepHeBIInil NepeBOAUT JICHEXKHbIE CPEICTBA, HE MOJyyas IPU 3TOM 3aKa3aHHbIE
TOBApBl WU yCIyru. Takke UMeNu MeCTO OBITh CIy4yaw, KOTJa NMpU BBOJE JAHHBIX OAHKOBCKOW KapThl
HOTEPIIEBLIETO B BBICIAHHON €My CChUIKE, JE€HEKHbIE CPE/ICTBA HAUMHAIIN CIIUCHIBATbCS aBTOMATUYECKH B
pa3HBIX CyMMax, HE 3alpaliriBas Ipy 3TOM KaKHe-ITHO0O0 MOITBEPKIAIOIINE KOJbI.

7) 3BOHOK OT 0aHKOBCKOW OpraHu3aly ¢ poOOTU3MPOBAaHHBIM TeKcToM. IloTepneBiemy pasznaercs
3BOHOK C pOOOTH3MPOBAHHBIM TEKCTOM O TOM, YTO TOJaHa 3asiBKa B OAHK Ha MEPEBOJ, OO0 HA MOTyYCHHE
Kpe/luTa Ha BHYIIUTEJIBHYIO CyMMa. B 3TOT MOMEHT He KOHKpEeTH3upyeTcs HH OaHK, B KOTOPOM I10/laHa
3asBKa, HU JaHHBIC oTepnesmero. [locie mogo0HOro 3B0HKa pa3gaeTcsi 3BOHOK YK€ OT SIKOOBI COTPYAHUKA
0aHKa, KOTOPBIM YK€ JaeT MOTepHeBIIEeMY yKa3aHWs, KaK BBIUTH U3 CHUTYyalluH, NPUHYXJIas NepenaTh
NIEpCOHAJIbHBIE JIaHHBIE, JTUOO OCYIIECTBUTH TEPEBOJ JACHEKHBIX CPEICTB. B maHHOW cUTyanuu HYKHO
IOMHUTb, YTO OaHKOBCKME PAOOTHUKHM MOTYT 3BOHHMTH KJIMEHTaM OaHKa TOJBKO C YBEJOMHUTEIIbHOU
uHpopMaluel, HUKAaKUX IEPEeBOJOB B TEIE(POHOM pEKUME OCYIIECTBUTh HE BO3MOXHO. B ciyuae
MOJY4YEeHHUs1 TOJOOHOT0 3BOHKA CTOUT, IPH BOZHUKHOBEHUU COMHEHHMS, OOpPaTUThCS B OAHK.

Ocoboe BHMMaHHUE MPONIY YACTUTh HHOOPMAIMK O BO3MOXKHBIX MOIICHHUYECKHX JIEHCTBHAX IPH
MOMOIIM T'OJIOCOBBIX MTOMOIIHUKOB B YIPaBJICHUN OAaHKOBCKUMH CUETAMHU.

Ecim Bam 3BOHST M TIPOCSIT OTBETUTH Ha BOIPOCHI (ppazaMu «aa» MM «HET», TO €CTh BEPOSTHOCTh
TOTO, YTO B ATO BpeMs NPOMCXOAMT B3JIOM Ballero OAaHKOBCKOIO cCyUeTa IMPH MOMOIIM T'OJIOCOBOTO
yIpaBJICHUSI.



